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NETWORK INNOVATIONS

BUILDING FOR THE FUTURE

CHAPTER 1:

IT managers are constantly on the lookout for ways to make
their networks more efficient, secure and flexible, as well

as opportunities to cut down on complexity. This demand

for improved performance is a strong motivator among IT
manufacturers to fine-tune existing technologies and develop
pertinent, new technologies.

This commitment to innovation really paid off with the spike in
data center growth in the 1990s. This rapid expansion laid the
groundwork for government and educational organizations’
full embrace of and reliance on digital communications and
operations today.

But this expansion was not without its drawbacks. Supporting
a sprawling physical infrastructure entails high costs, not only in
terms of hardware, power and cooling, but also in management
and maintenance.

In addition, many organizations were underutilizing their servers
— on average as low as 15 percent of their total capacity,
according to the International Data Corporation (IDC). These
servers often lacked sufficient disaster or failover protection,
and they frequently lacked adequate security.

THE BIRTH OF VIRTUALIZATION

These numerous shortcomings became untenable for many
organizations. Manufacturer innovation led to a solution for
server sprawl: virtualization. Virtualization is a method of dividing
a computer’s resources into multiple environments to create a
flexible, easy-to-manage, secure computing system.

IT managers began to see the potential for using server
virtualization technology across other areas of the network, such
as storage and client-level computing. While server virtualization
remains the most common type of virtualization, this technology
increasingly has applications across many other areas of IT.

Virtualization can improve many of the components that comprise
today’s computing environment. Two of the most important areas
where virtualization can have a significant effect are servers and
clients (such as desktops and notebooks).

VIRTUALIZATION VALUE

IT managers have embraced virtualization with enthusiasm
because of its potential to reduce costs and data center
complexity. Reduced costs have come in the form of lower utility
expenses, hardware maintenance and support costs, as well as
longer hardware refresh cycles.

With newer focal areas (such as client virtualization) now reaching
maturity, IT managers are finding ways to employ virtualization
technology throughout their organizations. For example,
virtualization can improve performance and reduce costs in the
disaster recovery process without incurring any additional costs.

Another great value of virtualization is that it allows for the
separation of resources (or dependencies). This enables greater
control and movement of resources to different situations in
order to enhance the versatility and performance of the overall
system. Different types of virtualization can be used in a variety
of scenarios to deploy resources where they’re needed within
the organization.
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OPTIMIZATION OFFERS EFFICIENCY

Optimization as a strategy to improve network performance is
another IT practice that has improved the way that organizations
operate. For many years, systems standardization had many IT
managers stuck in a rut. Because the overall cost of support
rises with each type of device added to a network, the idea

of standardizing to between one and three models of PCs,
servers and networking equipment became quite popular for
organizations.

This approach certainly has its merits when running an IT
department; it helps keep costs down. However, this approach
also presents certain challenges. With PCs, every user benefits
from having an individualized PC, but the numbers and types of
applications used on these computers quickly proliferates.

Then every network application gets its own server, regardless of
how much server utilization is required. The resulting complexity of
cabling, networking, management tools, space, power and cooling
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begins to spiral out of control. It ultimately becomes a drain on the
energies of IT personnel and an organization’s finances.

The answer to this interconnected problem? The best approach

is a strategy of optimization, implemented in conjunction with
virtualization. A key tenant of optimizing the network is finding
ways to do more with less. (Virtualization is one means of
achieving that goal.) Using a much smaller set of hardware
components (thanks to virtualization), optimization can be applied
to PCs, servers, storage or networking traffic.

OPTIMIZATION GAINS

The benefits offered by optimization and virtualization far
outweigh the value of keeping network systems separate. An
optimized IT environment provides: a refined backup and disaster
recovery (DR) methodology, keeping your organization safer; a
much lower power consumption rate, helping your organization
reduce power costs and go green; and a simpler suite of data
center management tools, providing greater control over IT assets.

During the migration from mainframe computing to application
servers and networked PCs, IT managers faced a revolutionary
change in how their operations were organized and run. Today,
IT teams confront a change of similar magnitude; abandoning
the old way of doing things and embracing the “data center 3.0”
methodology of a highly optimized, highly available and highly
flexible network.

Is Your IT Staff Prepared?

In a 2008 IDC Research Service survey of 464 IT
managers, 44 percent said inadequate skill levels
create the biggest hurdles for virtualization. Make sure
your technicians are up to speed about what's required
to go virtual.

Now is the time to look at every application, piece of hardware
and IT process to determine what can be done differently, more
efficiently and ultimately more effectively.

This guide will introduce you to best practices for optimizing

your data center, server and storage infrastructure, and network
using mainstream techniques (including virtualization) that have a
tremendous return on investment. ¢



SERVER VIRTUALIZATION

INCREASING SERVER EFFICIENCY

CHAPTER 2:

Among the different types of virtualization, server virtualization is
the most widely adopted of these technologies. It allows for the
virtualization of multiple application servers onto a single physical
server system.

What makes this approach such a boon for IT managers is that it
reduces the number of actual servers in the data center while, at
the same time, increasing their utilization. In doing so, it presents
solutions to many of the challenges that IT departments face today.

SERVER PROLIFERATION CHALLENGES

The IT industry has evolved dramatically over the past decade,
along with the way that organizations operate. Organizations
gained access to greater technological capabilities through
inexpensive x86 server systems, as well as the applications and
operating systems that run on this platform.

However, the rapid adoption rates of these server systems have
resulted in myriad difficulties, each of which virtualization can
potentially remedy. What follows is a listing of the numerous
positive effects that virtualization can bring to an organization.

Increase TCO: Perhaps the most common requests heard by

IT managers are to lower the TCO and achieve a faster ROI for
all new IT purchases. These demands, coupled with stringent
high-availability and disaster-preparedness requirements, have
made cost reduction a major challenge for CIOs and IT managers
everywhere.

The primary reason so many organizations have adopted
virtualization strategies over the past few years is because of the
reduced TCO realized by implementing a virtual infrastructure.

Some of the areas where savings occur are hardware and software
costs, operational costs, and consulting services costs.

Reduce server sprawl: Data centers have come to rely on x86
servers to support organizational growth and today’s more widely
distributed operations. This proliferation owes a great deal to

the concept of distributed computing: the ability to spread server
application loads across multiple tiers, different platforms and
locations.

Another reason for this increased use has been the requirement
by many of the application manufacturers to have applications
deployed on dedicated hardware, and in some cases, dedicated
database and operating systems. Virtualization addresses this
issue by reducing the number of physical servers in the data center.

Improve server utilization: Industry-standard x86 systems
continue to be the best-selling server platform. Processor, memory,
network and disk speeds continue to increase, while technologies
such as multicore processor architecture continue to improve
hardware performance. However, few operating systems and
applications benefit from these performance increases.

This is why the average server utilization rate for most
organizations falls between 5 and 15 percent, according to
Microsoft. Low utilization on an endless group of servers has
made many organizations rethink their IT strategies and implement
a control structure to avoid server sprawl. Virtualization allows you
to gain a higher degree of use out of each physical server.

Simplify server hardware migration: The typical data center
replaces servers every three years. Although replacing servers
may seem like a straightforward process, it can be quite time



consuming, difficult and expensive. With each operating system
tied directly to the hardware, it gets progressively more difficult to
migrate to newer systems.

Also, applications can be tied to a particular named instance of
the operating system, as well as the hardware. This makes each
infrastructure refresh cycle an unattractive proposition. Even
though newer physical-to-physical technologies exist today,
they are often not cost effective and offer unpredictable results.
Virtualization can greatly simplify this migration process for
organizations.

Speed up application server deployment: Application
servers are continually added to enhance an organization’s
operations. However, lead times for procuring the hardware and
software, performing testing and development, and conducting
proof-of-concept modeling, implementation and end-user training
can sometimes take months to complete.

Although a number of server deployment technologies are
available, they can be very expensive to purchase and implement.
Consequently, they are not in widespread use today. With
virtualization, you can greatly reduce the time it takes to deploy
applications to the organization.

Increase high availability for critical systems: High
availability is a series of measures undertaken to implement
minimal to near-real-time failover for a particular application.
Because of the variety of application architectures and operating
systems available, high availability can be challenging to implement.

As the size of the data center grows, it becomes increasingly more
complex to make the infrastructure highly available, and thus more
costly to implement and maintain.

Most organizations do not need every system to be highly
available. Systems that serve the network backbone, such as
directory services, file and print sharing, e-mail, and enterprise
applications, fall into the high availability category.

Determining the criticality of each application is the first step

to creating a highly available infrastructure. This determination
should be made by upper management (not IT) and incorporated
into the organization’s continuity of operations plan (COOP).
Virtualization technology can help increase the high availability
of important systems.

Reduce disaster recovery complexity: Disaster recovery is a
series of measures undertaken to implement minimal to near-real-
time failover for a particular application outside the data center
involving either a hot or cold site.

Disaster recovery has been a major concern for organizations
in recent years. Still, very few organizations have implemented
disaster recovery plans coupled with regular testing.

Similar to a highly available infrastructure, building a disaster
recovery site increases in complexity as the size of the data
center grows, making it expensive to implement and maintain.
Virtualization technology can simplify and greatly speed up the
disaster recovery process.

Easier licensing management: Managing the number of
server and application licenses to stay in compliance has become
difficult for many organizations to track and maintain. As a
result, you may not have a good handle on whether you are in
compliance or not, and you may struggle to maintain different
maintenance contracts that expire at different intervals. Server
virtualization can contribute to a reduction in the amount of time
you'll need to manage licenses.

Improve power and cooling efficiency: Data centers were
originally built at a IKW to 2KW per-rack average. Today, newer
systems such as blade centers, multiprocessor systems and storage
arrays consume 4KW of power. Analysts are now suggesting

that new data centers should be built with a minimum of 9KW to
15KW per-rack average.

This forces most data center designs to explore larger heating,
ventilation and air-conditioning (HVAC) and water-based cooling
systems. Additionally, most data centers do not receive volume
discounts from utility companies because of the increase in power
consumption, causing operational costs to rise continuously.

Because server virtualization reduces the number of physical
boxes, it decreases the required power and cooling needs and
can help prolong the lifecycle of the data center.

Some utility companies in the United States are now issuing
credits to organizations that implement virtualization, which
allows them to reduce their power consumption. Similarly, there
is a flurry of industry activity focused on finding new ways to
reduce power consumption across all data center components.

In fact, over the next five years the trend in data center
evolution will focus on building and maintaining a truly green
data center. Although this will most likely involve replacing all
the existing data center components, it will be necessary to
stabilize power consumption and create an efficient data
center model.

SERVER VIRTUALIZATION BEST PRACTICES

Perhaps the most difficult part of rolling out a virtualized
environment is crafting the right financial plan to convince
stakeholders to do it. Once the environment is up and running, it’s
relatively easy to manage. Here are some best practices to help



your organization maintain a stable and functional virtualization
environment.

Tap templates and customizations for rapid deployment.
Virtualization gives you the capability of creating a virtual server
or desktop once, saving it as a template, and using customization
scripts to make a mass rollout of similar servers and desktops

very easy.

Without using customization and scripts, you would have to clone
the master image manually, then boot up and make changes to
each cloned image. Depending on the image size, this process
could take an hour or more. With customization and scripts, you
will need only a few minutes to create your custom specifications
and execute your script.

Build clusters of physical servers with shared storage.
Take advantage of your virtualization software’s native clustering
and disaster avoidance capabilities by attaching your physical
servers to a storage area network (SAN). If you're currently
clustering database and application servers, you may be able to
greatly reduce and simplify those clusters.

Hardware upgrades for a cluster are as simple as migrating the
virtual machines (VMs) from the old hardware, shutting down
the old server and powering up the new server. Using a SAN also
allows faster and easier disaster recovery if your physical

server fails.

Have your IT team brush up on their Unix skills. In most
small IT shops, Microsoft Windows rules. But if you are (likely)
virtualizing with VMware, IT team members will benefit from a
Unix refresher course. Many of the tools require Unix code to carry
out transactions or to complete operations.

Use pre-built virtual machines. Ask the manufacturer if it has
any pre-built VM images that you can deploy directly to your virtual
environment. There is a wide variety of pre-built VMs available for
web servers, databases, systems monitoring and more.

You can save a significant amount of time and reduce the
possibility of human error by using a pre-built image when
migrating to a new platform or system.

Create a cost-effective test environment. You're going to
need a dedicated test environment for your critical systems, even
after they're virtualized. In fact, all critical systems should have a
test and development environment, but even your non-mission-
critical applications can benefit from snapshots.

A snapshot allows you to save a virtual machine at a point in time.
You can then begin moving the previously tested system changes
to production. If the new patch proves troublesome, fixing it is as
easy as rolling back to an earlier snapshot.

Control virtual machine sprawl. One of the pitfalls of

virtualization is the ease with which new virtual machines can be
created. This can lead to significant inefficiencies in your virtual
environment. It isn’t necessary to create a separate virtual server
for everything.

For example, you don’t need to create a new virtual Apache
web server for every web application; just use Apache’s virtual
host configuration. Every unneeded virtual machine uses system
resources that can be used elsewhere and adds to the number of
virtual machines that your staff will need to manage.

One approach to controlling virtual machine sprawl is to assess
the performance requirements of a new service. If the load is
expected to be low, and you have an existing virtual machine that
can handle it, then use the existing virtual machine. You can use
the built-in performance monitoring tools, which indicate when it's
time to begin splitting services onto new virtual machines. Proper
change and configuration management is key.

Migrate your existing physical servers to virtual servers
without the hassle. Most virtualization software has some
form of physical-to-virtual system migration tool, such as VMware
Converter, which can copy a physical server bit for bit to your
virtual environment.

There are typically a few different versions of the tool with varying
capabilities. Often the migration tool will be free, if only in a
limited version. Assess your needs to determine which tool can do
the job well.

Consider doing a storage upgrade. For most organizations,
the footprint reduction that virtualization allows pays dividends,

such as reduced power and cooling requirements that add up to
significant savings.

With virtualization, organizations should consider network-
attached storage — not from a tech perspective, but because
you miss many of the benefits if you don't. The chief benefit is the
ease of migrating VMs on the fly, followed closely by the ability to
automate VM movements to ensure high throughput and failover.

Although it might mean more of an initial investment, it’s still a
huge cost savings on the back end because of the reduced server
requirements going forward and the immediate access to the full
suite of virtualization capabilities.

To help justify the spending, be sure you factor in downtime. With
virtualization, networked storage and high availability you avoid
the cost of downtime. It's easy to overlook because it's not easily
calculable, but it really needs to be factored in.

VIRTUALIZATION MANUFACTURERS

A server virtualization solution consists of three main components:
software, servers and storage. VMware stands at the forefront



of virtualization software today. The manufacturer’s VMware
Infrastructure suite of products enables consolidation, high
availability and a more efficient use of resources.

However, newer products such as Citrix XenServer and Microsoft
Hyper-V have begun to compete in this space. These alternatives
merit an evaluation and comparison to VMware Infrastructure.

Although most servers are compatible with server virtualization
software, HP, Sun and IBM solutions are valued because of their
virtualization heritage. Also, their established product lines have
key enterprise features and functionality.

The last component, storage, has a number of options to choose
from including IBM, NetApp, EMC, and HP’s LeftHand Networks.

TROUBLESHOQTING TOOLS FOR VMWARE ESX

Learning the finer points of managing a virtual environment can
take some time. To help you along in this process, here are some
go-to tools to assist in troubleshooting any problems that come up
with a VMware rollout.

Virtual Infrastructure Client (VIC): VIC can give you full
access to all of your virtual machines — to diagnose or power
them down. VIC can be installed on any system and is available
for download by connecting a web browser to an ESX host.

Once you have it installed, connect directly to an ESX host by
pointing VIC at the IP address (or host name) of the ESX host
server, and log in using the ESX host’s root user login.

Virtual Center Server: The vCenter Server gives you the ability
to treat your entire VMware infrastructure as one single unit or
groups of units. One small tip: If you intend to use vCenter with
Microsoft SQL Server, make sure you are running at least the
Standard Edition of SQL Server. You will run into several problems
if you have the Express Edition.

PUTTY: This third-party remote-session tool can be used to
connect directly to the file structure of an ESX host server using
the Secure Shell protocol to run console commands or modify
configuration files in a Unix/Linux command format. For details
about setting up remote shell access, consult VMware’s online
knowledge site at www.vmware.com/support.

Secure Copy: With Secure Copy applications such as Veam
FastSCP and WinSCP, you can move files across the network to
and from an ESX host, or to a storage area network that acts as
shared storage for the infrastructure.

Remote Desktop Connection: Because VMs are nearly
identical to bare-metal systems, why not treat them as such? Use
RDC to connect to the IP address or host name of any VM to take
advantage of native tools such as Event Viewer, Command Prompt
and Control Panel.

Sysprep: Microsoft Sysprep is more about trouble prevention than
troubleshooting. After using vCenter to create one VM, you can
use that VM as a template to produce an endless army of clones.
Sysprep lets you customize each one and change important system
info, such as the host name, at the time of creation.

CONSIDERING HYPER-V

While VMware is the dominant virtualization manufacturer,
Microsoft is gaining ground in this market. Each virtualization
product has its benefits and drawbacks. Depending on the needs
of your organization, you may find that one solution works better
for you than others. So it’s worth knowing a bit about what other
solutions are out there beyond VMware.

Microsoft’s release of Hyper-V in Windows Server 2008 illustrates
the shifting conditions in the virtualization market. Virtual
machines have become so prevalent today that Microsoft includes
the technology as a standard tool within its server OS. And when
Microsoft ships something standard, the technology has gone
mainstream. Here are three reasons your organization may want to
consider Hyper-V.

1. The price is right. When it comes to saving money, you can't
beat free. The software is part of Windows Server 2008. You
can also download Hyper-V and get started with it at no cost.

In today’s economic climate, money matters more than ever
to IT professionals. The numerous inherent savings of going
virtual, along with no up-front cost for starting with Hyper-V,
make this product an option worth strong consideration.

2. Better suited for your specific disaster recovery needs.

Hyper-V is not quite as automated as some of the competition.
For example, a disaster recovery operation with Hyper-V might
take you five minutes, whereas it might be nearly instantaneous
with VMware. You may find that many of your operations don’t
require the advanced recovery capabilities that VMware offers.
Your organization may be okay if users and apps are down for
a few minutes.

3. You know the drill. That familiarity — knowing which
button to press when working with Hyper-V — leads to
the final reason why users opt for Microsoft’s virtualization
technology: If you're already running Windows, then your IT
administrators already have competence using Microsoft’s
system management tools.

VVMware may offer a superior feature set, say users, but Hyper-V
offers a more than adequate set of its own. You will have to
determine what exactly your organization’s virtualization needs
are to decide if Hyper-V or another product is right for you. ¢



CLIENT AND APPLICATION
VIRTUALIZATION

IMPROVING RESOURCE DELIVERY

CHAPTER 3:

Desktops, notebooks and other client devices are in use
throughout the workspace. Because of their popularity,
organizations are struggling to find ways to manage and
maintain these devices while simultaneously reducing costs and
increasing end-user productivity. For some organizations, client
virtualization may be the answer, simplifying IT management
and lowering administration costs.

THE BENEFITS OF CLIENT VIRTUALIZATION

Organizations that have a variety of client devices can look to
gain the following benefits from a virtualization initiative:

« Rapid deployment: The timeframe to deliver virtualized
desktops and applications can range from days to minutes.

« Efficient patching: Both operating system and application
patching can be done quickly and reliably in a short period of
time, as can rollback.

« Easier imaging: With client virtualization, the need to have
multiple images for different hardware becomes a thing of the
past. Maintaining fewer images, and the ability to deploy them
on demand, makes imaging a painless task.

= Improved security: With the proper design, client
virtualization can enable stringent security policies (once difficult
to maintain) with a variety of client devices. This approach
results in a consistent security policy from end to end.

» Reduced energy costs: If the solution employs thin clients,
the power/cooling footprint will reduce dramatically because

most thin clients have no moving parts and require very
little power.

« Reduced hardware costs: Organizations can expect lower
hardware costs as a result of moving to less-expensive thin
clients, reduced support costs and extended systems lifecycles.

CLIENT VIRTUALIZATION COMPONENTS

The client virtualization market is quite diverse compared to
the server virtualization market, with more technology options
to choose from and a wider pool of manufacturers. Many
organizations combine multiple virtualization components to
meet the requirements that satisfy their operational needs.

DEVICES

When building a client virtualization solution, the most
important consideration is the end-user experience. You need to
determine the audience not only in terms of what devices end
users will operate on (such as notebooks, desktops, thin clients,
tablet PCs and mobile devices), but also the locations from
which they will connect, available bandwidth, the peripherals
(such as printers) that they will need to connect to and whether
they have a single or multiple display.

Finally, for those users that require stringent security, solutions
such as smart-card readers, biometric scanners and two-factor
authentication tokens also require consideration. Determining
the types of devices can, in fact, eliminate some potential
technologies that might otherwise have been considered.
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OPERATING SYSTEMS

If the end-user experience is to include an actual operating
system as part of the interface, then the choices usually narrow
down to Windows XP, Windows Vista or Windows 7. However,
there are numerous ways to present an operating system to the
organization’s devices.

In a hosted model, Windows can run on blade PC/workstations
in the data center or on virtual machines on a hypervisor. Either
way, a display protocol such as Remote Desktop Protocol (RDP),
Independent Computing Architecture (ICA) or Remote Graphics
Software (RGS) usually “presents” the operating system, while
the processing actually occurs on the hosted platform.

In other words, the client devices can be thin or thick since
connecting to the remote systems requires minimal hardware.
VMware View and Citrix XenDesktop both deliver powerful
solutions for hypervisor-based virtual desktop connectivity.

Another possible solution is hosting the Windows images on
a server and then streaming the operating system to existing
desktops. This is a great option for organizations looking to
extend the lifecycle of existing desktops, as it doesn’t involve
any blade workstation or hypervisor investment in the data
center. Citrix Provisioning Server for Desktops delivers this
“streaming™ solution.

APPLICATIONS

Citrix revolutionized the way applications are delivered with its
WinFrame and MetaFrame software, and the manufacturer’s
solutions remain the standard in many organizations (with its
XenApp product). Two solutions, Microsoft Terminal Services
and XenApp technology, provide what is known as
server-based computing.

These solutions host applications on a Windows server, then
deliver them to users via sessions, enabling all of the processing
to take place at the server itself. This is referred to as publishing
applications.

Application streaming, a newer technology available from a
number of manufacturers, focuses on isolation and streaming.
Isolation refers to the technology that installs the application
locally on a desktop but isolates it from other applications and
processes so that it is completely contained.

This approach avoids Dynamic Link Library (DLL) conflict issues
that are normally associated with running multiple versions

of the same application on the same desktop. Streaming
technology then delivers these applications on demand to the
desktop and facilitates removal, upgrades and metering.

Another option to deliver applications is the traditional

method of installing software locally, either manually or with

a managed software delivery technology such as Symantec’s
(Altiris) Software Delivery Solution or Microsoft’s System Center
Configuration Manager. Some applications, such as antivirus
technology, may require local installation because of the way
they interact with the desktop operating system.

MANAGEMENT

When determining what devices, operating systems and
applications make up your client virtualization solution, a
number of important issues related to the management of your
solution demand consideration.

Printing: This operations component has always represented a
challenge for both physical and virtual worlds. Depending on the
type of client virtualization solution used, the design elements
have to be considered carefully.

While printing in a server-based computing environment may
prove tricky, hosted operating systems make it a little easier
because the printing model doesn’t change much. The only
possible difficulty that may occur concerns local printing,
although most of the virtual desktop solutions have intelligent
printer mapping technology that enables printing to a local
attached printer.

Security: When designing a client virtualization solution,
security is an essential consideration because you may be
delivering access to critical applications and data via the Internet
to devices that the organization may not have any control over.
So security should be scrutinized end to end to ensure the
solution meets the organization’s operations objectives.

User profiles: If delivering a solution via a streamed or
hosted desktop, the centralization of user profiles may become
important in order to lock down desktops and deliver a
consistent user experience across any device. Microsoft delivers
local, mandatory and roaming user profiles in its Windows
operating systems, but many other technologies now exist to
make user profile management easier.

Imaging: For more than a decade, many organizations have
used imaging technologies to deliver a consistent image to
desktops and notebooks. Symantec Ghost is probably the
best-known tool, although Microsoft and a number of other
manufacturers offer competitive solutions.

However, when considering client virtualization, most solutions
already include this technology. For example, Citrix Provisioning
Server not only streams an operating system (via PXE Boot) to
physical and virtual desktops, it also enables the streaming of
a single image to those devices. This solution thereby saves a
tremendous amount of disk space.



